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Preliminary Note

NB.
As there is some overlap between a number of questions I tried to respond to the items in the most appropriate way, avoiding or limiting repetitions; expected elements might be found in different answers.


Luxembourg’s legislation is drafted in French; all English descriptions of legal provisions are free translations.
To realize this study, interviews were made with

· Mr. Georges HEISBOURG, Luxembourg-magistrate of EUROJUST, The Hague (26/05/04) (Eurojust related items)

· Mrs. Claudine KONSBRUCK, Ministry of Justice (19/05/04)

· Mr. René LINDENLAUB, Police Information Directorate (including the international police cooperation bureau), Grand-Ducal Police, Luxembourg (12/05/04)(Europol related items)

· Mr. Jeannot NIES, General Prosecutor’s office, Luxembourg (18/05/04) (“prosecution” database related items)

· Mr. Jeff NEUENS, Directorate of the Criminal Investigation Department, Grand-Ducal  Police, Luxembourg (04/05/04)(“investigation” database related items).

All these persons expressed themselves – on the subjects related to their field of activities- on a personal basis with a view to provide descriptions and explanations in the most objective way; in the context of this study none of their statements can be considered as an official position of the ministry, authority, department, … they belong to. No “official” consultation procedure had been launched to join a concerted national position on the different topics. 

All relevant provisions are joined in the annexes.

However the notification document of the FAC-system as mentioned sub 1) is not public and cannot be transmitted to other bodies than the National Commission on data protection; nevertheless, the answers to question 1) reflect a complete description of the content of the FAC- notification document.
Roland Genson






   *            *            *

1) Does your country have a database for investigations? Is it central or regional?  Do these databases include exclusively criminal investigations or do they also include administrative/other investigations? What is their legal basis (statutory or other)? Please analyse and attach the introducing legal texts as amended (in English or the original language of publication).

The Luxembourg Police is currently implementing a new database for pending investigations, the FAC (in French : « Fichier des Affaires en Cours », File for pending investigations).

Until the year 2000, Luxembourg had 2 national Police Forces, the “Gendarmerie Grand-Ducale” and the “Police”. From the beginning, the “Gendarmerie Grand-Ducale” was a general force, competent on the whole territory, whereas the “Police” grew from a small number of local, independent police stations to a second state police.  In 1993, The Chamber of Deputies requested an independent audit of all police services. As a conclusion, a merging of “Gendarmerie” and “Police” accompanied by an in-depth reorganization was recommended to Parliament in 1996.  The law constituting the new “Police Grand-Ducale” was voted on 31st May 1999 and came into force on 1st January 2000. (Annex ad 1-A) Thus, the “Grand-Ducal Police” became the only police force in Luxembourg with general competences for both administrative police missions and criminal investigation purposes.

The Police is controlled and monitored by an independent Inspectorate General with permanent audit and general inspection rights.

Concerning criminal investigations more specifically, a reorganization of the Gendarmerie’s crime investigation department (“Sûreté Publique”) took already place in 1992 and the department was renamed in “Service de Police Judiciaire” (SPJ) becoming the only national police department for criminal investigations.  The 1999 Police law set a new framework for crime investigation tasks, by creating 6 regional crime squads (“Service de Recherches et d’Enquêtes Criminelles” - SREC), competent for small and medium scale criminality (including the fight against drug abuse) and entrusting the national Crime Investigation Department (“Service de Police Judiciaire” - SPJ) with the overall coordination and the fight against serious crime at national and international level.

Considering this new framework and the stage of implementation of the new Police services, an in-depth audit was ordered by the Ministers of Justice and of Interior on the organization and functioning of the national Crime Investigation Department (SPJ) as well as on the execution of all crime investigation tasks by the Police. The Inspectorate General drafted a first report in 2001 resulting in concrete proposals in 2002-2003 in order to improve efficiency in the law enforcement field.  In this context, the development and the implementation of the database of pending investigations (FAC) can be considered as an essential tool for a better law enforcement coordination in criminal matters.

The FAC is a central database which includes exclusively data related to criminal investigations.  It is managed by the national Crime Investigation Department (SPJ) of the Police. The database has to comply with the provisions of the new personal data protection law of August 2nd, 2002 (“Loi du 2 août 2002 relative à la protection des personnes à l’égard du traitement des données à caractère personnel, Mémorial A, N° 91, 13/08/2002, cf Annexe ad 1-B), especially those foreseen in its article 12.

The 2002 data protection law applies to computerized data processing as well as to non-computerized treatment of files and data.

Art. 3 (3) specifies that the law is applicable to law enforcement purposes (public security, investigation and prosecution of criminal offences). Art. 8 contains provisions related to “judicial data”.  In principle, the processing of data related to criminal investigations or to criminal prosecutions in cases pending at any court level (investigative, jurisdictional or at the public prosecution offices), must comply with all relevant provisions of the Criminal Procedure Code  (“Code d’Instruction Criminelle” – CIC) and other applicable legislation. The processing of data related to criminal offences, criminal convictions or “safety measures” (“mesures de sûreté”) cannot be realized without a statutory basis. Infringements to these rules may be sanctioned by imprisonment (8 days – 1 year) and/or fines (251-125.000 Euros).

Art. 17 indicates that all data processing necessary to prevent and search criminal offences and operated by the Police and Customs acting in their general duty of preventing, searching and reporting of criminal offences has to be ruled by a “Règlement Grand-Ducal” (enforcement regulation) (cf. also question 23) in order to define the responsible for the data processing, the legitimacy, the objectives, categories of persons concerned, origin of data, consultation rights and security provisions (sanctions for non-compliance: 8 days – 1 year imprisonment and/or 251-125.000 Euros).

Following art. 12, all processing of data that does not fall under the scope of articles 8 and 17 (…) has to be notified to the National Commission on data protection; the non-compliance is punishable by law with a fine (251-125.000 Euros).

The FAC is considered as falling under the scope of art. 12 and had been notified in December 2003.

Modalities of the notification procedure are provided in art. 13 of the 2002 Data Protection law; behind their description, the specific references for the FAC-system are indicated in brackets [ ].

The notification must contain following information:

a)
The authority responsible for the data processing [FAC : Grand-Ducal Police – Criminal Investigation Department (SPJ)]

b)
The legitimacy of the processing [FAC : the legitimacy of the FAC is based on art. 5 (1) (b) of the 2002 data protection law by arguing that this sort of processing is necessary to realize a task of public interest or a task of the responsibility of a public authority; the argumentation of the Police takes into consideration the recent abovementioned audit on crime investigations as well as a joint letter from the Minister of Justice and the Minister of Home Affairs calling for a better coordination in investigation matters between all concerned police services.

Finally, art. 4 of the decree on the Criminal Investigation Department (SPJ) taken to enforce art. 14 of the 1999 Police law, requests the directorate of this department to ensure the qualitative follow-up of all ongoing criminal investigations].

c)
The objectives of the processing [FAC: for the Criminal Investigation Department (SPJ), the objective of the processing is to ensure a better administrative and statistical management of pending investigations; the objective of the database is not to prevent, to search or to prosecute criminal offences – thus, by these specifications, the database does not fall under the provisions of articles 8 and 17 of the 2002 Data protection law as specified above].

d)
Categories of persons concerned (i) and categories of related data (ii). 
[FAC: 
(i) – suspects of criminal offences


     - complainants, victims, ……


     - persons concerned by the investigation (investigators, prosecutors, 


         examining magistrates)


(ii) – reference of the file


      - input date

                  - opening date of an “information judiciaire” (enquiry by an examining


          judge)


      - requesting authorities

                  - national or international case 


      - unit/persons in charge of the file

                  - complementary measures

                  - categories of criminal offences

e)
Possible recipients or categories of recipients of processed data. [FAC : judicial and police authorities respectfully of the provisions of the Criminal Procedure Code]

f)
Communication of data to third countries.  [FAC : no such communication to third countries is foreseen within the FAC structure]

g)
A general description of measures taken to guarantee the security of the data processing. [FAC : the FAC is a stand-alone system located in secured premises of the Police; only authorized staff has access-rights ].
h)
Duration of data conservation. [FAC : all data of a specific criminal case are erased 
–
the last day of the year following the year where a final and definitive judgment has been taken  

–
or the last day of the year where the prescription (statute of limitation) of the prosecution is realized].

2) Is there a database for prosecutions in your country? Is it central or regional? Do these databases include exclusively criminal prosecutions? What is their legal basis (statutory or other)? Please analyse and attach the introducing legal texts as amended (in English or the original language of publication).

Three systems exist to ensure the follow-up of prosecutions:

· the “chaîne pénale” (“criminal line”) : to allow prosecutors to follow all ongoing investigations; it is an internal tool to the prosecutors’ offices (it is planned to replace the “chaîne pénale” by a more integrated system, accessible at all court levels as an internal follow-up system of a given case at any moment; an implementation date is not foreseen yet)

· the JU-COR : to allow the follow-up of all letters rogatory; access is granted to the prosecutors, the examining magistrates and the central office for mutual legal assistance

· the JU-MAR (in implementation) :  to allow the follow-up of all european arrest warrants; access will be granted to the prosecutors, the examining magistrates and the central office for mutual legal assistance.

However, the purposes of these 3 systems are only for the administrative management of criminal dossiers. They do not allow any crosscheck, i.e. new data is not compared to already existing data in the system. 

3) Which national, EU or international authorities have access to the databases? If such databases do not exist, who has access to information on investigations and prosecutions?

NB : Answers to questions 3) – 6) relate to the FAC as mentioned under 1), whose purposes correspond better to the object of the study.

A. 
National Authorities
a)
At this stage, the “Analysis and Support Unit” (CAA, “Cellule d’Analyse et d’Appui”) of the National Criminal Investigation Department (SPJ) is the only responsible to create and introduce new files in the FAC on the basis of the dossiers provided by the responsible investigators. The CAA is also responsible for crosschecking new files with existing files and to provide the concerned investigators with all new relevant information.

b) -
All investigators have access and modification rights to all existing files related to cases in which they figure as principal or subsidiary investigator.

    -
All heads of investigation units have access to files of cases dealt with by investigators of their unit

    -
Members of the direction of the national Criminal Investigation Department (SPJ) have access to all data.

Every modification of a file is subject to a validation and notification procedure.

B. 
EU or international authorities
No direct access is granted to EU or international authorities. However, in the way the system is designed, such an access is not necessary.  All data of an international case transmitted to Luxembourg on the basis of international letters rogatory (e.g. via ICPO – Interpol) are introduced in the FAC system by the “Analysis and Support Unit” (CAA) of the national Criminal Investigation Department (SPJ).  Does the FAC already contain data that can be linked to the new file, the competent investigators in Luxembourg as well as the competent authorities of the requesting State are informed in order to cooperate through the classical international legal assistance or police cooperation channels on the concerned case.

4) At which procedural stage are data introduced to the database (for example, at police/law enforcement investigation, launch of formal prosecution, or trial)?

Data is introduced in the FAC immediately as from the opening of a case-dossier by the police and is updated at all stages of the investigation and the prosecution up to the final trial. Convictions cannot be included in the FAC.

5) At which procedural stage are data erased for the databases? 

All data of a specific criminal case are erased 

– the last day of the year following the year where a final and definitive judgment was taken  

- or the last day of the year where the statute of limitation of the prosecution (“prescription de l’action publique”) is realized.

6) What is the purpose of the databases as described in their founding instruments? What is their use in practice?

The legitimacy of the processing through the FAC is based on art. 5 (1) (b) of the 2002 data protection law by arguing that this sort of processing is necessary to realize a task of public interest or a task of the responsibility of a public authority; the argumentation of the Police takes into consideration the recent abovementioned audit on crime investigations as well as a joint letter from the Justice Minister and the Home Affairs Minister calling for a better coordination in investigation matters between all concerned police services.

Finally, art. 4 of the decree on the Criminal Investigation Department (SPJ) taken to enforce art. 14 of the 1999 Police law request the directorate of this department to ensure the qualitative follow-up of all ongoing criminal investigations.

For the Criminal Investigation Department (SPJ), the objective of the FAC-processing is to ensure a better administrative and statistical management of pending investigations; the objective of the database is not to prevent, to search or to prosecute criminal offences – thus, by these specifications, the database does not fall under the provisions of articles 8 and 17 of the 2002 Data protection law as detailed above.

The FAC is designed as a « Hit/No Hit » System.  After each new introduction of data by the “Analysis and Support Unit” (CAA), the software realizes a number of automatic operations (also for statistical purposes).  In case of a “Hit”, e.g. the FAC contains already data which could be related to the newly introduced file, a CAA-analyst examines all relevant data related to the concerned data and he informs all concerned investigators about existing links in order to make them cooperate on their respective files.

The FAC also allows the follow-up of investigation files at the level of heads of units and/or the direction of the Criminal Investigation Department (SPJ), especially the check of compliance with investigation or prosecution delays.

7) Is there collaboration with foreign authorities for the acquisition of data on investigations and prosecutions (please refer to Europol/Eurojust)? Which authorities have access to this data? 

Collaboration with foreign authorities is ruled under the relevant provisions concerning police cooperation, Europol, Eurojust and mutual legal assistance. As indicated sub 3), investigation data based on international letters rogatory are introduced in the FAC and are accessible to authorized staff (cf. 1 (e)).  Such an introduction of data is exclusively for administrative purposes to identify if a link exists with an offence prosecuted under national legislation, if such a link does not exist, the data cannot be stored in the FAC.

However, it is important to note that the FAC does not replace the usual dispatching of information in the framework of international police cooperation and/or mutual legal assistance.

8) What provision is made in your national laws for data sharing between public bodies? What are the relevant restrictions? 

All relevant provisions for data sharing are included in the 2002 Data Protection law (Annex ad 1-B).  Depending on the nature and purposes of a database, rules for data sharing between public bodies are very specific. Concerning the FAC, the notification instruments to the National Commission specify the authorities having access to FAC-data.

Non-compliance is punishable by imprisonment (8 days – 1 year) and/or a financial penalty (251-125.000 Euros) depending on the nature or the constitutional elements of the infringement. 

Exchange of data with third States is ruled by Chapter IV of the 2002 data protection law (art.18- 20)

Article 18 determines the general conditions for a data transfer to third countries:

Any data transfer to a third country, requires in the first place an adequate level of protection guaranteed in that country.  

The appreciation of the protection level lies with three authorities:

A first assessment shall be carried out by the person responsible for the data processing according to all the circumstances related to a data transfer. In case of any doubt, the national Commission for data protection must be informed without delay. 

Any decision taken by the national Commission shall be notified via the Minister responsible for data protection to the European Commission.

The data transfer shall be prohibited if the national Commission or the European Commission come to the conclusion that the concerned third country does not offer the required level of protection.   

Any data transfer operated in violation of these provisions is punishable by a prison sentence and/or a fine. The competent tribunal may also issue a prohibiting injunction concerning the data transfer.

Article 19 deals with derogations to the provisions of article 18:

Given that a third country does not offer the required level of protection, a data transfer may nevertheless take place in two cases:

First, the data transfer may be operated if one of the six conditions listed in article 19 (1) point a. to point f. is complied with:

a. the concerned person consents to the data transfer, or

b. the data transfer is necessary either for the performance of a contract between the person responsible for  the processing of the data and the person concerned by the transfer, or for the performance of a pre-contractual measure requested by the latter, or

c. the data transfer is necessary for the conclusion or the performance of an existing or future contract between the person responsible for the data transfer and a third party, which lies in the interest of the person concerned by the data transfer, or

d. the data transfer is necessary for the protection of an important public interest, or the certifying, the exercise or the defence of a right in Court, or

e. the data transfer is necessary to protect a vital interest of the person concerned by it, or

f. the transfer is dealt with by a public register in conformity with article 12 (3) (b) of this act.

In that case the person responsible for the transfer shall notify a report on the circumstances in which the transfer has taken place to the national Commission.

The second possibility to operate the transfer is to request an authorization by the national Commission, stating the full reasons therefore. Here however, the person responsible for the data transfer has to offer sufficient guarantees regarding the protection of privacy and the fundamental rights and freedoms of the concerned persons, as well as the exercise of related rights. The same sanctions as under article 18 apply.

Article 20 lays down the obligation for mutual information. As already related to, the minister responsible for data protection is notified of any decision taken on the basis of article 18 by the national Commission or any decision related to the protection level of a third country taken by the European Commission. He then informs in return the European Commission, respectively the national Commission of the concerned decision. 

9) Are there national general principles of law and privacy laws which prohibit either the creation of national databases on investigations and prosecutions or the use of such data? Please describe and attach these laws.

The legal basis of the FAC system is described sub 1).  But the purposes of the FAC are clearly limited; it is essentially a “management” tool with regard to ongoing investigations. It cannot provide data-processing in order to prevent, search and discover criminal offences.  Such a database would be considered as a “Police information data-base” and would fall under the provisions of art. 17 (1) (a) of the 2002 Data protection law and which requires a “Règlement Grand-Ducal” (Grand-Ducal Regulation) for such an implementation. (cf. also sub.23)


Moreover, art. 17 (1)(c) specifies that data processing in the field of law enforcement falling under international conventions, intergovernmental agreements and ICPO-Interpol cooperation are to be regulated by a “Règlement Grand-Ducal”   (Grand-Ducal Regulation).

10) Is there an exemption to these laws, for example on the basis of the general “public interest” to combat crime? Could such an exemption supersede national privacy laws?

There is no exemption of this kind; all databases and data processing activities have to comply with the 2002 Data Protection law.  Moreover its art. 8 specifies the rules for the processing of judicial data (cf. sub 1).

11) In view of measure 12 of the mutual recognition programme (OJ C 12, 15.1.2001, p. 10), would linking national databases be an effective weapon against transnational crime or would an EU database on investigations and prosecutions from all EU Member States be preferable? What added value for your national authorities do you see in the setting up of a EU judicial database as foreseen in Eurojust and, if there are any, what would be the current legal difficulties to be upheld in your country for the connection to such a data bank?

The added-value of the proposed measures depends on their scope i.e. on the categories of crimes to be considered by an EU database for pending investigations (cf. also sub.14).

*
If the EU system is strictly limited to crimes falling under the competence of Europol (Europol Convention, art. 2, as amended), it is probably not necessary to establish any new system.  The Europol Information System (EIS), as based on the Europol Convention and as being currently developed should be entirely sufficient to perform as a central EU database for pending investigations and prosecutions.


The EIS includes a range of facilities for data to be managed and stored. Data entered into the EIS would be automatically checked for duplicates within the system.  In addition, the EIS would enable data to be amended by the owning Member State and enable other Member States to offer supplementary information.  Users would register their interest in EIS data and be informed when other users registered their interest or access the data.  The audit functionalities of the EIS will be in strict accordance with the demands of the Europol convention and monitored by the Europol Joint Supervisory Body.


The true purpose of the EIS is for Member States to be able to view and access each other’s data.  For this reason, the EIS will offer powerful search functionality and enable the simplest of searches coupled with the ability to define complex queries.  The search functionalities will probably include:


-
multiple criteria for different objects across relationships


-
refinement of the search within a result set


-
searching within attached documents


-
searching within archived data


-
linguistic criteria : synonyms, fuzziness, stemming and translatable



terms.

*
Should the scope be larger than the one provided by the Europol Convention, the Europol Information System would no more be suitable to comply with the planned objectives and a network of existing national databases as well as a central EU database could be envisaged.

The realization of a central EU database would presuppose the approval of a Convention or a Decision (article 34 TEU); a Framework Decision (article 34 TEU) would be necessary in case a network approach would be retained.

The instrument would have to contain appropriate data protection rules and bodies as well as provisions on the use of communicated data.

Technically, two models may indeed be envisaged to design a European register of pending investigations:

a)
To realize a central EU database, the model of the Schengen Information System (SIS), an architecture composed by one central register with data from all Member States with direct access (SIS-II architecture) could be retained.  Such a configuration would allow direct on-line access to all available data and could be shaped for larger use (objectives and authorized access).  However, it would need a common, harmonized definition of the database, of the categories of data to be included, as well as a common personal data protection regime (in the same way as for the SIS).

b)
To realize a network by linking national databases, the model of the Financial Intelligence Unit-Net (FIU-Net), a data exchange network between national FIUs of the participating Member States based on their respective national configurations, without any central system (doc. Council decision of 17 October 2000 concerning arrangements for cooperation between financial intelligence units of the Member States in respect of exchange of information, Official Journal L271, 24.10.2000, pp.4-6) could be examined. 

This model could present some advantages compared to a central EU system:


i) It is not necessary to reach a common and harmonized definition of an EU database on pending investigations 
ii) It would allow a step by step approach with a gradual participation of interested Member States whereas a central system and its capacities would have to be planned from the beginning with a view to a participation of all Member States.

Technically, establishing a network between existing systems of national registers might be a faster realization than designing and implementing a completely new EU database. However a feasibility study should first check the compatibility and interoperability of national systems in order to establish whether the technicalities of the existing national systems allow a linking. If it is first necessary to introduce a standardisation between the national systems and to overpass translation obstacles, it is perhaps easier to envisage immediately a central EU-database. 

Nevertheless, both models seem suitable for a EU wide system on pending investigations.  The ideal model should be chosen following the “structure follows strategy” principle: the precise definition of the objectives of such a register should determine whether the “heavy” SIS-model is necessary or if the “smoother” FIU-NET model could be realizable and sufficient for a first step, allowing to gain experiences before envisaging a common centralized structure.

12) Could the EU establish a database for investigations and prosecutions that includes relevant data on EU citizens, supervised by a judicial/quasi judicial authority be acceptable to your national legal orders? What problems, if any, would you foresee and how could they be resolved?

A central EU database could be acceptable if based on an EU decision (or EU law following the wording of the draft constitutional Treaty). To implement such an EU instrument, national regulations will have to be taken in compliance with article 8, 17, 18 and 19 of the 2002 Data Protection law (cf. 8) and 9) above).

The procedure as retrained for the national FAC system would be insufficient for transborder processing.

13) Could the EU database supply data to be accepted and used as indirect information or evidence before your national courts, or would your national laws limit its use to the support of investigations and prosecutions via the provision of soft intelligence?

The direct use as evidence could probably not be the case and we wonder if such a direct use is really necessary.  The purpose of the EU data base should be to highlight the links between different cases, investigations, prosecutions and to get all concerned investigators, prosecutors, magistrates in contact in order to cooperate on their respective cases.  This cooperation should take place under the relevant provisions of EU police cooperation and/or judicial cooperation in criminal matters.  In this respect, the data as stored in the EU data base would only be a “support” information, as all information contained in the EU database should remain the property of the Member State having provided the information; the use as evidence would be subject to the agreement of this Member States following the usual cooperation rules.

14) Which crimes could be included in the EU database for investigations and prosecutions? Could it extend past the limited crimes included in the Europol/Eurojust mandate?

A limitation to Europol/Eurojust crimes would certainly not justify the setting up of an autonomous EU database (cf. sub.11). Luxembourg law enforcement authorities consider that an EU database should go beyond the Europol/Eurojust scope by including all serious criminal offences, even if no transborder aspects could be highlighted during the investigation. This would allow authorities to make links between cases which “seem” to be of a purely national nature and to discover related criminal activities and/or organized crime structures.  No administrative offences should be included in the EU database.

15) What safeguards could ensure that the transfer of data from your national authorities to the database does not clash your national law?

Whatever the host of a possible European database, a (common) judicial control is necessary as well as/or an appropriate joint supervisory body for data protection issues. Data protection provisions of SIS/Europol could be taken as a model.

16) Which national authority within your jurisdiction could undertake the task of transferring the relevant data to the EU database?

The Prosecutor General’s office would be responsible for trans-border data transfer; technical measures could eventually be delegated to police departments.

17) Which national/EU persons may have access to the EU database: judicial, prosecution, police?

Judicial, prosecution and police authorities should have access; a limited access could also be granted to customs with regard to specific custom’s offences punishable by criminal law. All access rights should be clearly defined by the EU legal instrument.

18) Which EU agency could be a suitable host for the EU database? Could Eurojust (pursuant to Article 14 of the Eurojust Decision) establish a database for investigations and prosecutions that includes relevant data on EU citizens, supervised by a judicial/quasi judicial authority be acceptable to your national legal orders? What problems, if any, would you foresee and how could they be resolved?

Under substantive national law, a judicial supervision is absolutely necessary.  Ideally, the host should be a judicial authority; if this is not the case, the host should however stay under judicial control.  We could for example imagine that the “technical” host would be a Community institution, if the EU legal instrument provides an adequate judicial supervision and control.

Considering observations sub 11) and 14), Eurojust would certainly be the most suitable body to host an EU database with an adequate judicial control (joint supervisory body and national control authorities).

19) In view of the free movement of persons within the EU and the increase in crime, would such a database constitute an effective weapon against crime?

Within an area of free movement of persons, such a database would be a positive and logical development in the field of JHA cooperation, absolutely in line with the principle of subsidiarity.  It would also be coherent with progress realized in the field of mutual recognition and harmonization of criminal law.  A common concept for a EU database could integrate a new “european” dimension in law enforcement.  Each Member State should be free to maintain or install national registers for purposes defined on national level.

20) Do you foresee political opposition, in your country, to a move for the creation of such a database either by political parties or by human rights groups?

The Luxembourg Ministry of Justice gives a very positive reception to the general idea of a EU database on pending investigations. A categorical political rejection to discuss the idea of such an EU database can be excluded.  However, as for all international instruments negotiated for law enforcement purposes, critics have to be awaited if the right balance between repression and human rights’ protection is not reached.

21) Is crime seen as a serious problem, by the media and the public, in your country? Justify your opinion by reference to interviews with representatives of the main political parties (a telephone call to their headquarters is adequate). 

Political parties, media and the public are fully aware that internal security is one of the major challenges for the European Union. Fighting terrorism and organized crime is considered as a main priority in the field of police and judicial cooperation in Europe.  Moreover, there is a general awareness that a country like Luxembourg has to support and implement all measures necessary to prevent its financial place to be misused for terrorist and organized crime purposes.  In this respect, prevention of serious crime and related activities is considered as an important matter.

The actual government is in favour to switch to qualified majority in the new EU Treaty for JHA matters and to abandon unanimity; it is absolutely conscious that the EU dimension is necessary to improve the internal security in the Member States.

22) Is there a move in your country towards the reduction of police powers and the promotion of the rehabilitation of ex-offenders? 

-
There is no move to reduce police powers, however, more and more provisions specify conditions of law enforcement activities as well as their control measures.

-
Legal rehabilitation of ex-offenders is foreseen and ruled by articles 644-656 of the Criminal procedure Code (“Code d’Instruction Criminelle”). Measures of social rehabilitation are organized by the “Service d’exécution des peines“ (department for the execution of convictions).

23) Please feel free to make additional comments.
Data processing and data protection are very sensitive issues with regard to law enforcement activities and legal provisions have to provide the right balance in order to take account of all relevant considerations. Data processing for law enforcement purposes is indeed very evolutionary and the description above gives only a picture of a situation at a very specific moment.

In order to be complete, I have also to mention the Grand-Ducal Regulation (“Règlement Grand-Ducal”) from 02 October 1992 on the creation and use of a “general police data base” (Annex ad 23). This regulation had been taken on the basis of the 31 March 1979 data protection law (as amended). This regulation allowed Police and Gendarmerie to implement a police data base (called “INGEPOL”) to respond to the needs of preventing, searching and prosecuting criminal offences. 3 subdivisions were foreseen for this database:

1° a section on wanted persons and objects

2° a documentation section

3° an archive section.

Development of the computerized system and its access facilities started after the setting-up of the legal framework. Up to 2002, the “INGEPOL” system was only partially realized. Following the evaluation of the Luxembourg police services, from a technical point of view, the currently existing “INGEPOL” system does not allow the management and the follow-up of pending investigations. As a new data protection law had been voted in 2002 (replacing the 1979 law) (cf. Annex ad 1-B), it became however difficult to continue the development of the “INGEPOL” system on the basis of the not yet abolished 1992 regulation. It was therefore decided to draft a new regulation, based on art.17 of the 2002 data protection law with a view to realize a new, integrated data base for law enforcement use (called “POLIS”). At this end, actually, a working group composed by representatives of the Ministry of State (whose department of telecommunications is responsible for the overall coordination of data protection issues), the Ministry of Justice, the Prosecution authorities and the Police is currently working on this draft new regulation in order to reach a more coherent and efficient system responding to both law enforcement and data protection considerations. It is highly possible that this new system might also allow the management and follow-up of pending investigations.  Today, it is not possible to indicate on which date work on this topic can be concluded.

***
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